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Summary

Audit Highlights . . .

The Statewide Automated
Child Support System
(SACSS) failed. Our review
of the $111 million project
revealed the following:

M SACSS did not fail as a
result of one problem or
issue but rather a
cascade of events that
formed a unique set of
circumstances.

M Lockheed did not fulfill
its promise to deliver a
functional system.

b7 The State’s focus on
meeting federal
requirements and its
mismangement of the
SACSS project
contributed to poor
decisions and wasted
taxpayer dollars.

Further, the State still faces a
daunting task of automating
child support enforcement to
avoid millions of dollars in
federal sanctions.

‘;

Results in Brief

Information Management Systems (Lockheed) promised to

design, implement, and maintain the Statewide Automated
Child Support System (SACSS). However, our review revealed
that Lockheed did not fulfill its many promises to the State and
failed to deliver a functional child support system. Specifically,
we found that Lockheed did not deliver the project team it had
promised, developed a flawed computer system that failed
testing, and did not supply many of the deliverables promised
in its contract with the State. Lockheed’s failure to comply with
the terms of its agreement contributed to the termination of the
contract and a dysfunctional computer system.

I n its contract with the State of California, Lockheed Martin

Although we believe that Lockheed is responsible for many of
the problems with SACSS, the State also contributed to the
failure of SACSS because it did not take adequate action on
quality assurance (QA) contractor warnings and mismanaged
the administration of the project, thereby wasting millions of
taxpayer dollars. From the planning to the installation phases
of the project, the State made poor management decisions
despite paying QA contractors $3 million for independent,
impartial assessments of the project’s methods, techniques,
deliverables, and progress throughout the life of SACSS. Even
though the contractors repeatedly warned the State about
significant deficiencies in the project staffing and the system
developed by Lockheed, the Department of Social Services
(Social Services) and the Health and Welfare Agency Data
Center (data center) failed to correct the problems and
continued their efforts to install SACSS. Further, Social Services
and the data center inappropriately increased the prices paid to
Lockheed under the contract by more than $14 million. They
also made inappropriate payments on the SACSS project in
excess of $27 million, including payments for incomplete and
inadequate deliverables.

The failure of SACSS cost taxpayers more than $111 million,
and the State will pay up to another $11 million for Lockheed
to maintain SACSS for those counties currently using the system.
Additionally, Social Services estimates that the State now faces
as much as $144 million over the next four years in potential
federal penalties. The State also faces the challenge of
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beginning the project all over again while many children wait
for child support payments from absent parents whom counties
are unable to locate without help from a statewide automated
system. In addition, recent welfare reforms increase the
importance of improving child support collections because aid
to families is limited under new laws.

A “Cascade of Events” Contributed
to the System’s Failure

SACSS did not fail as the result of one defect; rather, it was an
accumulation of problems that caused the project to fail. When
the airline industry investigates an accident involving a
commercial airliner, it refers to the series of events that led to
the accident as the “cascade of events.” The cascade of events
helps explain how a series of unrelated events or decisions
formed a unique set of circumstances that led to the accident or
failure. Similarly, we have examined the cascade of events that
ultimately contributed to the failure of SACSS. The following is
a summary of some of the more significant events that we
believe contributed to the project’s failure:

e The federal government required states to transfer existing
child support systems from other states or counties rather
than build entirely new systems. However, only a few
available systems met the federal government’s requirements
and were suitable for transfer to other states. As a result,
California, like many other states, attempted to transfer
incomplete and incompatible systems, an effort that added
costs and delays to the project. The federal government
eventually recognized the obstacles associated with transfer
systems and in July 1994, eliminated it as a requirement.
Unfortunately, the federal government’s realization of the
problems with transfer systems came too late for SACSS.

e The federal government took five years to provide states
with final requirements for the system. Because the
federal government did not provide states final system
requirements until June 1993 (one year after the award of
the contract to Lockheed), states were under tremendous
pressure to develop and implement a very complex system
within a compressed time frame; the original deadline being
October 1, 1995. California’s size, diversity, and
organizational structure for child support enforcement made
this challenge even greater than for other states.



The federal government’s mandated deadline for
completing the project negatively influenced the State’s
decisions. Automation projects normally are driven by a
need or a desire to improve upon an existing system
and to support improved processes. In the case of child
support enforcement, the United States Congress
mandated automation as a means to improve states’ child
support enforcement systems and to increase child support
collections.  As a part of that mandate, Congress set
the deadline at October 1, 1995, later extended it to
October 1, 1997, and established severe financial penalties
for states failing to comply with the mandate. The focus on
meeting the federal deadlines significantly influenced many
of the State’s decisions regarding SACSS. For example,
although the system failed user acceptance testing, the State
installed the defective system in counties in its efforts to
meet the federal deadline.

Lockheed did not provide the project team it proposed.
Throughout the life of the project, the State’s QA contractors
raised concerns about the quality and number of Lockheed'’s
staff, which experienced a high turnover rate that adversely
affected the project. For example, Lockheed’s project
manager and conversion manager each changed five times
during the project. Moreover, according to the staff lists
provided by Lockheed, only 10 of the 87 staff specifically
named in the proposal actually worked on the project.

Lockheed developed a flawed system design. The general
and detailed system design documents, the “blueprints” for
SACSS, contained numerous identified flaws and deviations
from system requirements. These problems were
documented by Social Services and its QA contractor and
acknowledged in writing by Lockheed early in the project.
However, despite the fact that these issues were identified,
documented, and discussed as far back as 1993, many of
these problems remain unresolved today.

Lockheed failed to test SACSS adequately. In May 1995,
the QA contractor criticized the system testing performed by
Lockheed, and raised concerns about the ability of SACSS to
perform within established parameters. Rather than
requiring Lockheed to fix the problems, Social Services had
Lockheed verify during the next phase of the project that the
system met the State’s requirements. However, this revised
approach did not ensure that the system would function
according to design.

S-3



S-4

Expanding scope of the project. With the approval and
encouragement of the federal government, the State
expanded the scope of the SACSS project beyond the
minimum requirements established by Congress. As SACSS
was being developed, the State further increased the scope
of the project to accommodate the diversity of the counties.
Moreover, changes in state laws added new requirements
for the system. The expansion and changes in the scope
adversely affected the project by increasing its complexity
thereby adding to the risk of failure.

State did not adequately resolve problems. The State paid
its QA contractors $3 million to help oversee Lockheed’s
work and to ensure the State was getting what it paid for.
However, despite the contractors’ repeated warnings of
deficiencies  with  Lockheed’s  staffing, development
practices, testing procedures, and with the system, Social
Services and the data center failed to take adequate action
and continued their efforts to install SACSS.

State mismanaged the SACSS project and wasted millions
of taxpayer dollars. As administrators of the SACSS project,
both Social Services and the data center made numerous
management decisions that contributed to the failure of
SACSS and cost the taxpayers millions of dollars. From
the planning through the installation phases of the
project, the State made poor management decisions. For
example, the State paid Lockheed for incomplete contract
deliverables, and inappropriately increased contract prices
paid to Lockheed by over $14 million. Additionally, the
State failed to monitor and control total costs of the SACSS
project and did not establish adequate internal controls over
accounting processes. Finally, the State did not establish
satisfactory contract penalty and risk-sharing provisions and
poorly negotiated contract amendments.

Recommendations

To avoid a repetition of the Statewide Automated Child Support
System’s (SACSS) failure, the Health and Welfare Agency should
do the following:

Create a governance council led by county district attorneys
and state representatives to oversee future child support
enforcement automation efforts.



* Ask California’s congressional delegation to pursue changes
in federal laws governing child support enforcement
automation efforts.

e Provide high-level support for the project and create
incentives for the counties to develop solutions for the
State’s child support enforcement automation needs.

e Improve the policies and procedures at the Health and
Welfare Agency Data Center and the Department of Social
Services that have allowed inappropriate, unjustified
payments and contract amendments to go undetected.

* Ensure that the entity selected by the governance council to
manage any future child support enforcement automation
efforts learns from the lessons of the first SACSS project and
utilizes good project management techniques.

In addition, the Legislature should memorialize Congress to

amend federal laws governing child support enforcement
automation efforts.

Agency Comments

The Health and Welfare Agency (State) generally agrees with
our recommendations and with many of the audit findings
regarding warning signs and project management issues.
However, the State disagrees that its management decisions
contributed to the failure of the project and that it allowed the
counties to purchase personal computers and printers for SACSS
prematurely.
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State Agencies Involved in
Child Support Enforcement

federal and state agencies have developed child support

enforcement programs around the country. The State’s
Department of Social Services (Social Services) administers the
child support enforcement program in California. The purpose
of this program is to increase collections from absent parents
and to reduce federal, state, and local welfare expenditures. To
fulfill its purpose, the child support enforcement program
provides a variety of services to custodial parents, including
locating absent parents, establishing paternity, obtaining and
enforcing child support orders, and collecting and disbursing
child support payments. Because the number of single-parent
families continues to rise, and because recent welfare reform
limits aid to families, the need to improve the availability of
these services is becoming increasingly important.

I o keep welfare costs down and children out of poverty,

Through their family support divisions, the district attorneys’
offices in the 58 counties provide the day-to-day services of
California’s child support enforcement program. In addition,
state agencies provide information to assist counties in locating
absent parents and in intercepting income to pay child support
owed. These state agencies include the following:

* Board of Equalization

e Department of Consumer Affairs

* Department of Corrections

e Department of Health Services

*  Department of Justice

e Department of Motor Vehicles

* Employment Development Department
* Franchise Tax Board

» State Controller’s Office



Federal Requirements for Child
Support Enforcement Programs

The federal Department of Health and Human Services’
Office of Child Support Enforcement (OCSE) oversees the
state-administered child support enforcement program. An
increase in the demand for enforcement services, a growing
number of child support cases, and increased costs created a
need for a smoother and faster child support enforcement
process. Congress addressed this need by passing the Family
Support Act of 1988 (act). The act mandated a fully operational
automated child support enforcement system certified in each
state by October 1, 1995. If it did not have its system certified
by the deadline, the State’s child support and temporary
assistance for needy families programs could have funding
eliminated. The act also requires that the automated systems
perform the following functions:

Case Initiation Creating new cases based on
compilation of data received from
county welfare agency referrals,
requests from other states, and
applications unrelated to welfare.
Also, the systems should begin the
initial processing decisions for each
case.

Location Finding parents or alleged parents
who are not financially supporting
their children, and locating assets of
absent parents.

Establishment Establishing paternity through blood
testing and court hearings, and
assessing the amount of financial
support owed.

Case Management Processing, tracking, and controlling
cases after initiation.

Financial Management Billing  absent parents regularly
for all obligations, and collecting,
distributing, and disbursing payments.

Enforcement Monitoring, tracking, and remedying
cases with delinquent payments,
including wage attachments, tax
refund and income intercepts,
impositions of liens, and formal court
actions.



Reporting Generating federal, management, and
operational reports for federal, state,
and county managers.

Security and Privacy Developing policies and procedures
to evaluate the system for risk;
protecting  against  unauthorized
access to computer resources and
data; and protecting  system
hardware, software, documentation,
and communications.

In addition, the act as defined by the federal government
requires a single, statewide automated data processing and
information retrieval system.  This requirement became a
significant challenge for California because of its county-based
and county-operated child support enforcement program.
Each county differs in its child support caseload size, business
practices, social needs, political environment, and available
resources. For example, Los Angeles County (Los Angeles),
with approximately 467,000 cases, has different needs and
business  practices from Alpine County, which has
approximately 214 cases.

OCSE waived Los Angeles’” participation in a statewide
automated child support system. Los Angeles, which represents
21 percent of California’s caseload of approximately
2.2 million in fiscal year 1995-96, completed its own system in
February 1995.  Subsequently, the OCSE required Social
Services to develop a single statewide system for the remaining
57 counties. In addition, OCSE required that California’s
system connect and communicate with the Los Angeles system.

The federal government’s Administration for Children and
Families (ACF) did not publish regulations for automated child
support enforcement systems in general until October 1992. In
addition, the ACF did not provide states with final functional
requirements for the automated systems until June 1993,
approximately one year after California selected the
implementation contractor that would develop its system. As a
result, all states were under tremendous pressure to develop and
implement a highly complex system by the act’s original
deadline of October 1, 1995.

Further, in 1990, two years after the act’s passage, the ACF also
required that states transfer and modify existing systems rather
than create new systems. The federal government gave states
an enhanced funding rate of 90 percent for the planning,



development, and installation of these transferred systems.
California’s child support enforcement program activities are
normally eligible at a 66 percent funding rate.

The federal government had certified only a few child support
enforcement systems as meeting the initial requirements in
effect prior to the act, and no systems were certified based on
requirements of the more extensive act. In its June 1997 report,
the U.S. General Accounting Office concluded that, because no
automated systems were certified as meeting the act’s directives,
no available systems would likely be suitable for use by other
states. Many states, including California, had already tried to
modify incomplete, incompatible systems, and their attempts
had resulted in added costs and delays.

Several years into the project, the ACF became aware of
the problems with transferring and modifying existing systems,
and in July 1994, the ACF eliminated the requirement.
Unfortunately, the ACF’s recognition of the problems inherent
in states modifying previously developed systems came too late
for the agencies and contractors involved in developing
California’s automated child support enforcement system.

California is not alone in its struggle to complete a
statewide automated system for child support enforcement.
Only 17 states met the extended federal deadline of
October 1, 1997. In addition, none of the 10 states with the
highest number of cases met the deadline.

California’s Automated
Child Support Enforcement Project

California began initial work on its Statewide Automated Child
Support System (SACSS) project in 1989. Social Services hired
a consultant in 1990 to prepare a feasibility study report
required by the State for information technology projects. A
feasibility study report analyzes alternatives for development of
a project and recommends a course of action. Social Services
then prepared a request for proposals, which specified that
the contractor fulfill many criteria for the project. The criteria
included establishing a distributed processing system that stores
and processes data at a county or regional level and also
performs select functions from a central processor. The central
processor would also allow other counties and the State to
access county data.

Social Services also began its process for hiring an
implementation contractor and a quality assurance (QA)
contractor. The implementation contractor would transfer an



existing child support enforcement system, modify it for
California’s needs by developing additional functions, and
install it in the 57 counties. The QA contractor would provide
independent, impartial assessments of the implementation
contractor’s design products, system, and progress on the
project. Following these reviews, the QA contractor would
report its findings and recommendations to the State. Because a
protest occurred over the awarding of the original QA contract,
the State hired an interim QA contractor until the protest
was resolved. In January 1997, during the later stages of the
project, the Health and Welfare Agency Data Center (data
center) also hired an independent verification and validation
contractor to provide independent technical assessments
throughout the development of the system.

Procurement of the implementation contractor took almost
two years because the selection process was complex and a
protest occurred over the awarding of the contract. In selecting
the winning contractor, the State used a competitive
process that assessed the potential contractor’'s proposed
technical solution, administrative plan, and estimated costs.
The State awarded the implementation contract, totaling
$75.5 million, to Lockheed Martin Information Management
Systems (Lockheed). Lockheed proposed the transfer of the
New England Child Support Enforcement System, which
Lockheed’s  design  subcontractor originally  developed.
Between December 1992 and October 1995, Lockheed
transferred the system, attempted to modify it for California’s
needs, tested it, and began installing it in the counties.

Although the State focused its highest priorities on meeting the
federal deadline for having its system installed statewide
and obtaining the 90 percent funding available from the
federal government, the State failed to meet both the original
deadline of October 1, 1995, and the extended deadline of
October 1, 1997. The State’s primary emphasis on complying
with the federal deadline negatively influenced many significant
decisions over the life of the project. As discussed throughout
this report, California encountered numerous problems with its
SACSS project. Consequently, costs increased substantially,
and significant delays occurred. Specifically, the costs for
completing the project increased from an early estimate in 1989
of $123 million to the State’s latest estimate of $313 million.
In May 1995, responsibility for three automation projects
was transferred from Social Services to the data center. These
projects were the Child Welfare System, the Statewide
Automated Welfare System, and SACSS.



Under the responsibility of the data center, SACSS continued
experiencing significant problems, and the State ultimately
missed the federal deadlines. Known expenditures for SACSS
totaled $111.3 million through June 30, 1997, for which the
State paid Lockheed $48.1 million. Funding sources for SACSS
expenditures appear in Figure 1.

Figure 1

SACSS Funding Sources for Expenditures
Througb June 30, 1997

Federal $100.1 Million
(90%)

Counties $2.6 Million
(2%)

State $8.6 Million
(8%)

The State and Lockheed tried to resolve the serious problems
with SACSS, but their attempts were unsuccessful. As a result,
the State and Lockheed terminated their contract on
November 20, 1997. Currently, the State and Lockheed are in
litigation concerning Lockheed’s performance under the SACSS
contract.

The failure of California’s SACSS worsens the State’s child
support crisis, and continuous welfare reform adds to the
urgency to complete automation. The changes in welfare laws
limit welfare assistance for families to five years and create a
need for the State’s child support enforcement program to
improve child support collections. In addition, many new
welfare changes assume that states have a statewide automated
child support enforcement system in place. Because California
has not completed SACSS, welfare reforms are difficult or
impossible to implement, leaving the State subject to penalties
for noncompliance.



Scope and Methodology

At the request of the Joint Legislative Audit Committee, we
reviewed California’s Statewide Automated Child Support
System (SACSS).  Specifically, we were asked to do the
following:

* Determine whether state agencies and their contractors
planned, procured, and developed the system in
accordance with generally accepted standards in the
information technology industry.

* Assess whether contract and cost changes were reasonable
and evaluate the propriety of increased cost allocations.

e Determine whether the Department of Social Services and
the Health and Welfare Agency Data Center (data center)
protected the State’s interests properly.

* Determine the State’s prospects for solving reported
problems with SACSS and identify which entity will incur
costs for solving them.

* Evaluate the data center’s analysis of alternatives to SACSS.

To analyze the planning, procurement, and development of the
system, we reviewed state and federal laws and regulations
relevant to SACSS. We also examined industry guidelines and
used them to assess the planning of SACSS’s development. The
sources of these guidelines include the Department of
Information Technology’s Project Management Methodology,
which is part of its Statewide Information Management Manual,
Control Objectives for Information and Related Technology
Audit Guidelines, the State Administrative Manual, and
various U.S. General Accounting Office reports. We also
reviewed the planning documents, including the Advance
Planning Document Updates, Feasibility Study Report, and
Special Project Reports of the SACSS project. In addition, we
evaluated the project management’s performance throughout
the planning, design, and implementation phases. Finally, we
surveyed the counties regarding their involvement in the design,
development, and implementation of SACSS.

We reviewed the history of amendments to the contract to
ascertain whether contract and cost changes were reasonable
and to determine the appropriateness of the State’s increased
costs. In doing so, we analyzed the original contract costs and
the increases that appeared in subsequent amendments.



To determine whether the State properly protected its interests,
we reviewed its original contract with Lockheed and the
subsequent amendments for penalties, risk-sharing provisions,
deliverables, and milestone dates. We determined whether
the penalties and risk-sharing provisions were sufficient for the
State to recover losses from Lockheed’s failure to perform
or its substandard performance. We also assessed the
appropriateness of the State’s payments to Lockheed for contract
deliverables and milestones.

We planned to assess the State’s prospects for solving identified
problems and to determine which entity would incur costs for
solving these shortcomings and errors. However, during our
audit, the State and Lockheed could not resolve their differences
and agreed to terminate the contract and litigate their
differences. Throughout the course of the audit, we requested
information and documentation from Lockheed. In addition,
we met with Lockheed on several occasions to share the
results of our audit and obtain additional information. Finally,
we considered their comments and concerns on the issues
as we developed our findings and conclusions.

We hired the NewPoint Group to provide technical assistance
on information technology and to review the data center’s 1997
analysis of alternatives to SACSS. Our consultants assessed
whether the analysis considered possible alternatives, costs, and
benefits; whether it covered the scope of work involved;
and the time lines for all alternatives.



Chapter 1

Lockheed Martin Information Management Systems
Failed To Deliver on Its Promises for the
Statewide Automated Child Support System

Chapter Summary

Information Management Systems (Lockheed) promised to

design, implement, and maintain the Statewide Automated
Child Support System (SACSS). However, our review revealed
that Lockheed did not fulfill its many promises to the State and
failed to deliver a functional child support enforcement system.
Specifically, we found that Lockheed failed to carry out its
agreement in the following ways:

I n its contract with the State of California, Lockheed Martin

Lockheed did not furnish the project team it had promised.

* The computer system developed by Lockheed had multiple
flaws.

* Lockheed installed the defective system in the counties that
failed testing.

* Lockheed did not supply many of the deliverables promised
in its contract with the State.

Lockheed’s failure to comply with the terms of its agreement
contributed to the termination of the contract, a dysfunctional
computer system, and a cost to taxpayers of millions of dollars.
The State now faces federal penalties and the challenge of
beginning the project all over again. Meanwhile, many
children wait for child support payments from absent parents
who counties cannot locate without help from a statewide
automated system.

Lockbeed Failed To Provide
the Project Team It Promised

Although Lockheed’s $75.5 million proposal indicated it would
provide a large project team with extensive experience in
developing and managing child support systems and complex
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‘;
Lockheed experienced
high turnover of its top
project management
including 5 project
managers and 12
other managers in
2 key positions.

‘;

information technology projects, Lockheed assigned only a few
of the originally proposed individuals to the project.
Lockheed’s proposal for SACSS won approval from the State in
1992. To select the winning contractor, the State used a
competitive process that assessed the proposed technical
solution for automation, administrative plan, and estimated
costs of the potential contractors. Lockheed’s proposal
identified a team of 87 individuals that included 14 managers
and 73 staff. However, according to information provided to us
by Lockheed, only 10 of the originally proposed individuals
worked on the project. We asked Lockheed why so few of the
originally proposed staff were assigned to the project.
Lockheed stated that its current analysis indicates that more
than 10 staff from the original proposal worked on the project
and the data previously provided to us may be inaccurate.
However, Lockheed did not provide any additional data for us
to review. We began requesting staffing information from
Lockheed in September 1997, but still have not received a
complete listing of project staff. Moreover, according to the
State’s quality assurance (QA) contractor, Lockheed’s project
team for SACSS experienced high turnover, resulting in a loss of
continuity and experience. For example, the project manager
identified in Lockheed’s proposal never worked on the project.
Instead, Lockheed elevated the proposed technical manager,
who had less project management experience, to the project
manager’s position.

During our review, the information provided by Lockheed
was incomplete. This prevented us from determining the total
number of staff and how much time each staff member spent
on the SACSS project. Although Lockheed is a recognized
information management organization, we found no significant
evidence that it had an automated tracking or timekeeping
system on the project. Therefore, Lockheed was unable to
provide a complete record of staff assigned to the SACSS
project, and its manually prepared list did not identify the
specific dates on which staff worked.

We determined that three of Lockheed’s top project
management positions experienced high turnover that may have
affected project progress and efficiency. Specifically, over a
five-year period, five different project managers, five different
conversion managers, and seven different design managers
worked on SACSS. Furthermore, according to the State’s QA
contractor, Lockheed also experienced high turnover in its
lower-level staff positions.

The QA contractor also reported that the high rate of employee
turnover for SACSS prompted Lockheed to assign inexperienced
staff to the project, which led to less efficient development of



‘;
Of the 70 most important
components in the
computer program,
43 contained major or
critical defects.

‘;

the computer program than anticipated. In any organization,
high turnover rates can result in lost project history and
knowledge if the project team does not have a standard process
for documenting and transferring this information to new staff.
Further, events that require management to spend time
recruiting and training new staff can cause delays in project
development and missed deadlines.

As part of its job to objectively assess the performance
of Lockheed during the SACSS project, the State’s QA
contractor attempted in May 1995 to verify staff levels
reported by Lockheed. The QA contractor requested a list of
staff, hours spent, and the dates they worked on SACSS.
However, Lockheed refused, stating, “Lockheed IMS
[Information Management Systems] takes exception to BAH’s
[QA contractor] demand for a breakdown of staff by
name, skill, and dates . . . Lockheed IMS also stands behind
the expertise of the project staff and the superior skill levels
of the technical and application staff.”

Lockbeed Developed a
Flawed Computer System

As of October 1997, Lockheed records indicated that 43, or
61 percent, of the 70 most important components of SACSS
contained major or critical defects. Critical defects are flaws
that prevent processing, or that store or deliver faulty data.

The number and magnitude of these defects contributed to the
State’s decision to cancel its contract with Lockheed. Among
the problems with SACSS, we noted the following:

* Lockheed did not always follow standard methodologies for
software development.

* Lockheed did not keep some system documentation current.

* Lockheed did not always use the software engineering tools
it had proposed.

e Software defects led to inaccurate and unreliable data.

e Communications between counties and other government
agencies did not work properly.

e Poor performance raised questions as to whether SACSS
could work in large counties.

11
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Lockheed may have
jeopardized future
development and upkeep
of the system because it
did not always follow the
software development
techniques it had

proposed.

A 4

A 4

Although Lockheed contends that the number of defects in the
software is well below industry norms, major or critical defects
may have severely hampered the ability of SACSS to operate as
a fully functioning automated child support enforcement
system. According to the State’s independent verification and
validation (IV&V) contractor, critical defects can also mask
other defects. For example, if a critical defect involves the
system’s failure to print a particular form, that problem may
hide other defects, such as the system’s inability to add
numbers correctly for that form or its placing information in the
wrong spaces.

Defects in the SACSS system can be traced back to its general
and detailed system design phases. The general system design is
the foundation and official baseline design document that
presents a cohesive picture of how the system will work. The
general system design serves as part of the permanent
system documentation and the basis for the detailed system
design. The detailed system design incorporates the general
system design specifications and becomes a model of
the system’s physical structure. In essence, both the general
and detailed system designs become blueprints for the system.

Some System Defects Occurred Because
Lockbeed Did Not Always Follow Standard
Methodologies for Software Development

During its creation of the general and detailed system designs
for SACSS, Lockheed did not always fulfill its promises to follow
standard methodologies for producing software. Because it did
not always use established techniques for generating, installing,
and maintaining SACSS, Lockheed may have jeopardized future
development and upkeep of the system.

In its proposal, Lockheed states that it has extensive
experience in the use of structured analysis, design, and
development techniques on large-scale automated projects.
Further, Lockheed stated that the consistent application of a
sound methodology, enhanced by the use of computer-aided
software engineering (CASE) tools, streamlines all stages of
system development while improving the quality of the work
product.

However, our review of numerous reports dealing with the
SACSS project revealed that Lockheed did not always draw
upon its extensive experience and follow the standard software
development methodologies it proposed. In fact, the QA and
IV&V contractors and the State identified significant problems
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with the ways in which Lockheed maintained system
documentation and used specialized software engineering tools
to develop the computer program for SACSS.

Lockheed Did Not Keep Some
System Documentation Current

Because it did not always update documentation for vital
components of SACSS, Lockheed may have compromised
the reliability of the computer system and the data it stored.
The documentation, which is the set of plans and definitions
that programmers use to build and modify a system, needs
ongoing maintenance so that all programmers work from
the same accurate specifications. Without up-to-date
documentation, a programmer could make changes to a
software component and inadvertently cause problems with
other components.

Despite the importance of keeping current documentation,
Lockheed did not always update documentation for the general
system design, the foundation of the SACSS system. The QA
contractor reported in February 1994, that Lockheed did not
revise the general system design document for significant
changes made during the detailed system design phase.
Additionally, state staff were not able to review general system
design changes resulting from modifications made within the
detailed system design. Because this review did not occur, it is
possible that unintended changes were introduced or intended
changes were not accurately implemented. The QA contractor
stated that problems introduced during design can be expected
to surface throughout the testing and installation phases of the
project.  According to the IV&V contractor, this situation
occurred with SACSS when Lockheed modified the software
and unknowingly broke components that had worked
previously.

In October 1994 and August 1995, Lockheed acknowledged
the importance of up-to-date system documentation and agreed
to correct the problem before implementing SACSS. However,
the IV&V contractor reported in June 1997 that system
documentation was incomplete and out-of-date.

13
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Lockheed Did Not Use the Software
Engineering Tools It Had Proposed

Although its proposal states that Lockheed planned to
use CASE tools to work on SACSS, Lockheed did not
consistently use the tools to develop or maintain the computer
program. A collection of devices and techniques for software
development, CASE tools are critical to the success
of software development because they allow better
communication between users and system developers, produce
structured systems that are easier to maintain, and ensure the
consistency and maintenance of the computer system’s
documentation. For instance, a CASE tool will automatically
generate and update system documentation, including such
plans as the general and detailed system designs.

According to the QA contractor, Lockheed did not use CASE
tools to develop the system’s data dictionary, which defines the
format and location of data in the system. The QA contractor
reported in June 1993 that Lockheed was developing the data
dictionary by writing software programs and that Lockheed’s
failure to use the CASE tools could result in an unreliable data
dictionary for SACSS. For any computer system, an unreliable
data dictionary significantly increases the risk that the system
will not work if it is implemented.

In February 1994, the QA contractor again reported that the
number of inconsistencies between computer screens, reports,
and forms indicated that Lockheed had not fully integrated the
CASE tools into the SACSS design effort, and this omission
would adversely affect the accuracy and completeness of
system documentation. In fact, the QA contractor’'s comments
predicted SACSS’s future shortcomings. In February 1997, the
IV&V contractor cited that Lockheed was not using CASE tools
as proposed to develop or maintain the SACSS software.

Weaknesses In Design and Development
Led to Major System Problems

Because Lockheed did not always follow the standard
software development methodologies it promised, SACSS
suffered significant setbacks. These problems included the
following:

* Inaccurate, unreliable county data.
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* Malfunction of interfaces, the program components that
allow communications between counties and other
government agencies.

* Poor system performance and questionable scalability for
large counties.

Software Defects Led to
Inaccurate and Unreliable Data

Lockheed’s failure to follow its proposed standard software
methodologies may have caused major and critical defects in
the SACSS software. These defects ultimately led to inaccurate,
unreliable data for system users. Unreliable data hinders
counties” day-to-day operations, such as financial and report
processing activities. Data problems also significantly slow the
productivity of caseworkers, who must use manual methods to
work around the problems.

One example of unreliable data caused by a system defect is
“flying data,” a term SACSS staff coined to describe data
associated with one child support case that the system
inadvertently associated with a different child support case.
According to the State’s IV&V contractor, the flying data
problem resulted from a software coding problem that
Lockheed’s software development or testing processes should
have caught. Instead, the counties discovered the flying
data during installation of SACSS. As of June 1997, Lockheed
had corrected the flying data problem for only 25 out of the
380 computer screens used in the SACSS system. Lockheed
contends, however, that the screens it corrected are those used
by counties 90 percent of the time.

As early as October 1994, the State informed Lockheed about
its concerns with the accuracy of financial reports generated by
SACSS. In its response, Lockheed stated that it unconditionally
guaranteed the accuracy of all statewide and financial reports.
However, in February 1997, the IV&V contractor reported that
counties could not rely on the accuracy of the financial reports
created by SACSS. For instance, the IV&V contractor reported
that counties must “white out” and retype corrections to reports
and forms. Ultimately, the system defects and unreliable data
in SACSS have caused county employees to manually perform
activities that SACSS should have automated.

15
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Communications Between Counties
and Other Government Agencies
Did Not Work Properly

Lockheed did not produce for SACSS functioning interfaces, or
communication components, that help counties locate absent
parents and intercept income for delinquent child support
payments. According to the original system design, county
users were to rely on these interfaces to communicate with
other counties and government agencies, such as the
Employment Development Department and the Franchise Tax
Board. However, Lockheed’s failed efforts to develop these
interfaces returned the counties to their former processes for
locating absent parents.

Traditionally, finding parents who owe child support and move
from county to county has been a laborious effort for counties.
The creation of interfaces was supposed to help counties speed
this location process.

Problems with the interfaces began to surface in February 1994.
Specifically, the State’s QA contractor reported that
documentation for the interfaces did not provide sufficient
detail. In January 1996, the QA contractor noted that, during
testing, some of the SACSS interfaces did not work correctly and
had unresolved defects. Moreover, Lockheed had not yet
constructed other required interfaces. Again in February 1997,
the IV&V contractor reported that several interfaces still did not
work properly and were hampering day-to-day operations for
counties using SACSS.

Furthermore, in its proposal for SACSS, Lockheed had assured
full compatibility between SACSS and Los Angeles County’s
(Los Angeles) child support enforcement system. To accomplish
this compatibility, Lockheed promised to establish an interface
that would link Los Angeles with SACSS counties. This promise
appeared reasonable because Lockheed developed the
Los Angeles system.

However, the QA contractor had raised questions as early as
1993 about the ability to access data through the Los Angeles
interface. At the termination of the Lockheed contract in
November 1997, the Los Angeles interface was not completed.
Specifically, the interface between the counties and the
Los Angeles system still experienced problems, including
duplicate cases and overnight batch processing problems.
Duplicate cases can result in unreliable data for county users,
while nightly batch processing problems can prevent county
users from accessing SACSS until the batch processing is
complete.
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SACSS’s Poor Performance
Raised Questions About Its
Scalability in Large Counties

Could SACSS operate in California’s largest counties?
Questions regarding the computer program’s poor system
performance and scalability lingered until the State and
Lockheed terminated their contract. The term “system
performance” describes how well SACSS operated under a
predetermined set of criteria established by the State. For
example, the system had to process 80 percent of transactions
in two seconds or less. “Scalability” refers to whether the
system is big enough to operate in California’s largest counties
as well as statewide. Several factors must be analyzed to
determine if the software will meet established performance and
scalability criteria, including system design, the amount of data
processed by the system, and the size or capacity of the
computer equipment.

In February 1997, the State’s IV&V contractor reported
problems with system performance, such as SACSS’s failure to
process data in the required amount of time. SACSS could not
complete batch processing in Ventura County within the
overnight time frames. As a result, employees in Ventura
County could not access SACSS until it completed the batch
processing, which is the use of computer programs to
automatically perform activities that do not require user
intervention. For instance, each night the computer program
summarizes all child support disbursements and collections and
then posts them to the accounting records. By June 1997, the
IV&V contractor noted that SACSS did show an improvement in
system performance but still remained unacceptably slow
in several counties. At one point, SACSS took between six and
eight hours to print one form.

This type of performance problem raised a host of questions
and concerns about the feasibility of SACSS. For example, the
IV&V contractor expressed the concern that SACSS may
not meet system performance requirements specified in the
State’s request for proposals. One method of solving system
performance problems is to buy faster computer equipment and
hope the increased processing power eliminates the problem.
This strategy works for many problems and can be more
cost-effective than redesigning the system’s software. The State
and Lockheed effectively used this technique in Siskiyou
County. However, poor system performance can become
a scalability problem for counties much larger than
Siskiyou. The fastest computer equipment available may not
have been enough to operate SACSS in counties as large
as San Diego and San Bernardino. For instance, Ventura
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County, with approximately 34,000 child support cases, had
problems with batch processing. However, San Diego County,
as of June 30, 1996, had more than 180,000 child support
cases, or approximately five times the number of cases in
Ventura County. Although Lockheed has asserted that SACSS’s
software features are within the technical capabilities of the
SACSS equipment, the IV&V contractor indicated that Lockheed
had not provided any data that showed the system could
function in a large county like San Diego.

Deficiencies Appeared During
Lockheed’s Testing and
Installation of the System

A 4
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Lockheed’s failure to deliver on its promises for a statewide
automated child support enforcement system was not limited to
deficiencies in its project team and design of the system.
Deficiencies appeared again in the testing and installation
phases of the project and further contributed to the failure of
SACSS and the loss of millions of dollars in taxpayer money.

During the testing phase of the SACSS project, Lockheed and
the State put the software created in the design stage through a
series of tests to verify whether the computer program
operated properly. These tests are called system testing and
user acceptance testing. System testing evaluates the computer
program and verifies that it is operating according to its
intended design. After passing system testing, the computer
program goes through user acceptance testing, which confirms
that the system meets the business needs of the users. Thus, for
SACSS, installation of the system in the counties should have
occurred only after the SACSS software had successfully
completed both types of testing. However, Lockheed installed
SACSS in 23 counties despite the following warnings:

* The State’s QA contractor criticized system testing for
SACSS.

e SACSS did not meet all federal and state requirements for an
automated child support enforcement program.

* The system failed user acceptance testing.
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The Quality Assurance Contractor
Criticized Lockheed’s System Testing

Lockheed began system testing in October 1994. In
March 1995, Lockheed notified the State that the SACSS
computer program was ready and available for the next phase.
However, in May 1995, the State’s QA contractor criticized
both the computer program and the system testing performed by
Lockheed. In short, the QA contractor reported that SACSS was
not ready for user acceptance testing.

Specifically, the QA contractor voiced serious concerns
about the instability of SACSS and the insufficient level of
testing and documentation that Lockheed had provided. The
QA contractor reported that Lockheed tested an incomplete
application that precluded examining certain functions
of the system. For example, Lockheed had not yet fully
developed the interfaces, or components that allow SACSS to
communicate with other counties and state agencies,
and therefore Lockheed could not test these functions. The
QA contractor recommended running system testing again
before moving to the next phase of the project, which was user
acceptance testing. However, Lockheed and the State decided
against rerunning system testing because they were trying to
meet the federal deadline.

Lockbeed’s System Did Not Meet
Federal and State Requirements

Because SACSS had poor results from system testing, the State
directed Lockheed to perform requirements validation testing to
demonstrate that SACSS met all federal and state requirements.
Meeting the federal requirements was especially important
because if SACSS failed to pass even one of these requirements,
the federal government would not certify SACSS and would
consider the State noncompliant. This would subject the State
to loss of federal funding for both the welfare and the child
support enforcement programs.

According to our review, SACSS failed Lockheed’s own
requirements validation testing and did not meet all of
the prescribed federal and state requirements. Further, in
September 1996, the federal Office of Child Support
Enforcement (OCSE) concluded that SACSS did not meet
several functional requirements. Then, in February 1997, the
IV&V contractor surveyed nine counties and also determined
that the system did not meet all federal and state requirements.
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SACSS Failed User
Acceptance Testing

In addition to delivering a system that exhibited major
deficiencies during system testing and that failed requirements
validation testing, Lockheed’s computer program also failed
user acceptance testing. Such testing confirms that the system
meets the requirements of the individuals who will use the
software.

The State changed its plan for user acceptance testing because
the SACSS project was behind schedule and because the
computer system displayed problems during system testing.
The new user acceptance test plan focused on testing the
system’s required business functions. Additionally, the plan’s
successful completion criteria did not allow any unresolved
critical defects, which prevent the processing or storage of
information, or result in faulty data.

Lockheed provided testing support for the State from April
through September 1995. The QA contractor evaluated the
results of user acceptance testing and reported 44 unresolved
critical defects in SACSS. The QA contractor also reported that
many defects encountered during user acceptance testing
resulted from defects in the system that should have been
uncovered during system testing. Moreover, the QA contractor
commented that the large number of defects encountered
during testing negatively affected testing progress, the reliability
of test results, and the ability of the test team to satisfactorily
evaluate the integrity of SACSS as a usable child support
enforcement tool.

Lockbeed Installed a
Defective Computer System

Lockheed installed SACSS in the first group of seven counties
despite the software’s poor system testing results, unmet federal
and state requirements, failed user acceptance testing, and
numerous critical errors in the computer program. As a result,
the counties received a defective system that did not
satisfactorily meet their business needs.

The QA contractor reported that the State and Lockheed
decided jointly to move the project forward and begin
installation of SACSS in the pilot counties even though
unresolved defects still existed. The rationale for this decision
focused primarily on the fast-approaching federal deadline
and the belief that SACSS’s existing defects would not
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substantially affect the operations of the pilot counties.
Additionally, Lockheed and the State agreed to provide a
“tiger team” of highly trained Lockheed personnel to assist
the counties during the first two weeks of operations.
Moreover, the State and Lockheed believed it was better to
install SACSS in the counties and keep problems under control
on-site rather than to wait and fix additional defects.

Unfortunately, this decision placed a significant burden on the
users and increased the probability of system failure. The State
may have prevented future problems by insisting that Lockheed
correct the numerous deficiencies documented during system
and user acceptance testing before the first county began to use
SACSS for child support enforcement.

Because of the defects in SACSS, the State twice suspended
installation of the computer program in the counties.
Immediately after the first group of seven small counties had
SACSS installed, the State and counties decided to stop further
installation and undergo an assessment period. Problems
causing the assessment included incomplete or nonfunctional
forms and unreliable data. During this assessment period,
Lockheed developed its first corrective action plan. This plan
was Lockheed’s attempt to correct the defects and problems
currently existing in the SACSS software used by the pilot
counties. With assurance from Lockheed that it would correct
all of the unresolved problems, the State decided to continue
installation in other counties. Another 16 counties began using
SACSS before the State suspended installation again. During
this second assessment period, Lockheed developed a second
corrective action plan to address all of the known deficiencies.
However, the State rejected this plan, and the computer
program has not been installed in the remaining counties.

The final indication that Lockheed failed to install SACSS
successfully was that 5 of 23" counties that actually used the
system chose to turn it off and stop using it as their child
support enforcement tool. A meeting held by these counties
indicated that the critical problems in SACSS have had a
significant, negative impact on the counties’ performance in the
child support area. Additionally, these counties concluded that
the inconsistent performance of SACSS seriously eroded the
confidence of their employees, who cannot rely on
the system’s accuracy.

*The 23 counties that had SACSS installed were: Alpine, Amador, Colusa, Del Norte,
Glenn, Inyo, Lake, Lassen, Mariposa, Mendocino, Modoc, Mono, Napa, Placer, Plumas,
San Benito, San Francisco, San Luis Obispo, Shasta, Sierra, Siskiyou, Trinity, and Ventura.
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Moreover, SACSS’s failure has caused negative financial
implications for many counties. Counties have incurred costs
associated with training expenses for SACSS, deferred
improvements to the system, data conversion, and the loss of
child support collections. Many counties spent several million
dollars each to prepare for a system that they never received or
that does not work. In fact, one county that did not even
implement SACSS indicated that it spent about $700,000 to
renovate its building to prepare for installation of the program.
Another county reported that inoperable components in the
system prevented caseworkers from effectively performing their
child support activities, costing the county an estimated
$2 million in uncollected child support. One county also
indicated it spent about $650,000 for training that it never used.

Finally, the impact on the counties of SACSS’s failure involved
more than financial costs and losses. One county that used
SACSS and then turned it off indicated that the system defects
corrupted data so badly that employees are still discovering
the errors today. This same county went on to indicate that the
problems with SACSS had a devastating effect on employee
morale and angered the public.

Lockheed Did Not Provide
Deliverables Promised

Counties surveyed
indicated that SACSS
decreased productivity up
to 50 percent in some
areas while producing
few improvements in

others.
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In addition to developing a computer system that exhibited
flaws during testing, Lockheed did not furnish the State with the
quality of deliverables required by its contractual obligations.
Lockheed did not provide a computer system that users could
easily understand, nor did it supply useful, effective training. In
addition, Lockheed did not deliver complete, timely progress
reports, risk analysis procedures, and disaster recovery
procedures.

Lockbheed Did Not Deliver
a User-Friendly System

The State’s request for proposals (RFP) states that the computer
system must be easy to use, intuitive, and consistent. In other
words, SACSS must be “user-friendly.” However, according to
the State and its IV&V contractor, Lockheed did not supply
such a system. The IV&V contractor reported that SACSS is not
easy to use and that the number and complexity of
screens is daunting to new users. Additionally, the IV&V
contractor reported that the system is not intuitive, and user
documentation and training have proven inadequate. In fact,



counties surveyed by the IV&V contractor reported that the use
of SACSS resulted in decreased productivity—up to 50 percent
in some areas—while producing few improvements in other
areas. The IV&V contractor concluded that the difficulty of
using SACSS has been the major hurdle to counties” acceptance
of the system.

The IV&V contractor reported that users access the system from
desktop personal computers using a screen that is not a
graphically rich or intuitive screen that typifies modern desktop
software.  Additionally, according to the IV&V contractor,
SACSS requires users to navigate through a complex series of
screens and to constantly switch to different screens to find
routine information. Furthermore, based on its survey of SACSS
users, the IV&V contractor reported that help information is not
oriented to the child support enforcement process. The IV&V
contractor concluded that the system’s complexity adversely
affects user productivity because the system relies on a complex
set of rules, commands, and screen names that the user must
commit to memory. According to the data center, Lockheed’s
inconsistent use of function keys also contributed to the
complexity of the system and adversely affected user
productivity. According to the IV&V contractor, this complexity
has resulted in low productivity, high training demands, and
staff frustration and turnover.

Lockheed asserts that the way in which the user interacts with
the computer program and its screens complies with the RFP’s
functional requirements, as evidenced by the State’s approval
of the general and detailed system designs and user
acceptance testing. Furthermore, Lockheed contends that its
use of the transfer system as a starting baseline satisfied
the intent of the RFP’s requirements, and that most
of the productivity improvements needed by the counties are
SACSS enhancements.

However, Lockheed’s position does not coincide with the
State’s and counties’ interpretation of the RFP’s functional
requirements. The Department of Social Services contributed to
this disagreement by not clearly defining in measurable terms,
a user-friendly, intuitive system in the RFP. Regardless, based
upon the number of screens and inconsistent use of function
keys in the SACSS system as well as the comments by the IV&V
contractor and the counties, it is clear that Lockheed did not
provide a user-friendly, intuitive system.
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Lockheed Did Not Provide
Adequate SACSS Training

The State paid Lockheed approximately $2.5 million to train
SACSS users, but Lockheed supplied incomplete training, an
unstable training environment due to system functions that did
not work, and inadequate training materials. SACSS users are
the county and state staff who access the system to perform
child support enforcement activities. Lockheed provided pilot
and implementation training courses periodically from
October 1994 through January 1997; however, this training did
not prepare users to operate SACSS effectively.

According to our review, these problems occurred because
Lockheed began training before it completed system
development. Therefore, Lockheed’s training materials were
incomplete and outdated. As a result, system users did not
receive adequate preparation for using SACSS effectively, and
they invested staff time and resources to attend training that had
little or no value.

Even though the general and detailed system designs had
significant unresolved issues, Lockheed started its pilot training
courses in October 1994 and began training users in July 1995.
Lockheed had promised to develop training plans based on a
good understanding of how SACSS worked by using the general
and detailed system designs. It is unclear how Lockheed could
have developed complete training plans when the designs
were incomplete. When we asked how it might have done so,
Lockheed replied that the training team used the draft
documents available.

According to the IV&V contractor, Lockheed’s training courses
covered limited versions of the system’s automated help
function and excluded important features that assist SACSS
users in performing their daily workload. These omitted
features included batch processing, accessing data from other
counties, and preparing and printing automated forms. As a
result, users were not trained in all functions of the system.

Further, the IV&V contractor reported that Lockheed provided
an unstable training environment, and this limited the training’s
effectiveness.  Training participants stated that many of the
system’s functions did not work, so the trainers, who instructed
participants on how the system should work, could not always
focus on the correct way to process cases and navigate through
the system.
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As early as June 1995, the QA contractor warned that training
should not begin until Lockheed ensured that SACSS functioned
accurately. In February 1997, the IV&V contractor reported
that some system functions were still not working properly. The
training participants reported similar concerns in the course
evaluations. Further, based on our survey of counties that had
SACSS installed, many again reported that some functions
were not operable and negatively impacted the quality of
Lockheed’s training. In fact, one of the counties responded that
deficiencies in training were due to malfunctions in many areas
of the computer program.

Finally, counties reported that the training manuals ignored
many of the system’s screens and procedures, and thus the
training materials were incomplete. In addition, the rapidly
changing SACSS environment resulted in users being trained on
an older version of SACSS. Lockheed did not incorporate
system changes into the training materials until it released a
major update of the computer application. Therefore, SACSS
training materials covered the previous rather than the current
release.

The State Did Not Receive
Complete and Timely Progress
Reports From Lockheed

In addition to providing inadequate training, Lockheed failed to
deliver biweekly reports as required. State project management
also did not have the timely project status information it
needed to prevent potential problems and mitigate losses.
Rather, Lockheed delivered monthly written reports that did not
include all required information and were continuously late. In
its proposal, Lockheed stated that biweekly progress reports
would include current and planned project schedules, staff
assigned to the project, hours spent on each task, and project
issues still outstanding. For any major project, prompt and
complete status reports are critical for effective project
management.

Despite Lockheed’s promise, its progress reports did not
include staff information, hours spent by staff on each task, or
the status of project and policy issues outstanding,
such as issues raised by the State’s QA contractor. Instead, the
reports provided Lockheed’s accomplishments for the current
month and its plans for the following month. Further, 30 of the
35 monthly reports we reviewed were delivered at least 15 days
after the reporting period. In one instance, Lockheed submitted
its December 1994 report 107 days after the end of the
reporting period.

25



26

‘;
The QA contractor stated
that the risk analysis
procedures were not
specific to SACSS and
disaster recovery
procedures were
unacceptable.

‘;

The contract provided $12.2 million for Lockheed to perform
management and administrative support functions, provide
customer center support, and provide progress reports. The
contract does not allocate a specific amount of money for
progress reports; therefore, we cannot determine how much
Lockheed was paid for these inadequate reports. Nevertheless,
its inability to provide complete and prompt reports is indicative
of Lockheed’s poor project management techniques and
administration of the SACSS project.

Lockbeed Did Not Give the State
Sufficient Risk Analysis and
Disaster Recovery Procedures

Lockheed did not deliver final risk analysis procedures and
a useful automated program for developing disaster
recovery procedures. Risk analysis procedures assess and
measure the system’s vulnerability to risks such as fraud, theft,
loss of data, and harm to agency activities. Disaster recovery
procedures provide a back-up plan for recovering system data
and continuing operations in case of a disaster.  Project
management needs these procedures to plan for potential risks,
mitigate damages, and prepare for disasters that can affect daily
operations.

In its original proposal, Lockheed assumed full responsibility for
developing the risk analysis procedures for SACSS, including
analyzing the system’s design, identifying areas that require
ongoing evaluation, and defining evaluation criteria. Lockheed
also promised to prepare disaster recovery procedures for
all  SACSS functions, including the central site, county
equipment, communication networks, data, and software.
Further, Lockheed promised to establish criteria for identifying
individuals or teams within the State and county offices who
would be responsible for managing and implementing the
disaster recovery procedures.

Lockheed drafted risk analysis and disaster recovery procedures;
however, the State’s QA contractor’s assessment reported that
the risk analysis procedures were too general and were not
specific to SACSS. The QA contractor also stated that the
disaster recovery procedures as drafted by Lockheed were not
procedures for “disaster recovery, but a methodology for
creating and maintaining such a plan.” As a result, the
QA contractor concluded that both the drafts were
unacceptable.



Additionally, Lockheed did not deliver updated risk analysis
and disaster recovery procedures for SACSS. However, it
proposed to deliver an automated program and to train the
counties for developing disaster recovery procedures using
the automated program. The State’s Health and Welfare
Agency Data Center accepted this proposal, and Lockheed later
delivered an automated program. However, the program
required a different version of software than that used by the
counties. As a result, almost all current SACSS counties do not
have disaster recovery procedures.
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Chapter 2

The State Did Not Heed the Warning Signs

Chapter Summary

paid quality assurance (QA) contractors

he State

$3 million for independent, impartial assessments of the

methods, techniques, deliverables, and project progress
throughout the design, development, and test phases of the
Statewide  Automated Child  Support System  (SACSS).

Numerous warnings by the quality assurance
contractors went u